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TRUSTED CONNECTIVITY

TRUST TRUSED CONNECTIVITY

Public confidence A framework for
both in the technology democratic nations’
performing as advertised governments and private

and in the political and sectors to promote and
legal systems that inform maintain technical, legal, and
and govern its operations political assurances
to build and invest in
transformative
infrastructure
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TRUSTED CONNECTIVITY
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The Tallinn Consensus on Trusted Connectivity

At the Tallinn Digital Summit on 7 September 2021, high-level representatives from the wodd‘s many dcmocraoes and

international organizations called for a unifying framework—Trusted Cor wity—to improve among
democracies so that our digital future is built upon democratic values and that the ard\lecture underpinning our digital
future advances human dignity, fur and reaffirms the i 1al rules-based order. Their collective
concemn gave rise to the Tallinn C on Trusted Ce ivity

Connectivity comprises the full range of digital and physlw mlraslruelure—!mm leleoommumztbns !o roads and
raihways—that bind the world Trusted C among
the world's democracies to deliver on the global demand for physical and digital Infrastruauve and embodies two
fundamental attributes: one of technical assurarces, the other of legal and political assurances. The former guarantee
that technolegy adheres to widely-agreed iples and high for safety, security, and other social

including cyb: ity and data fers. The latter represent the legal and political systems that inform and
govern the tools and le(hnologies that deliver connectivity.

The Digital Summit presented the first opportunity for a TR S SR S R

1) Forge Trusted ity ips among each other and with emerging economies to ensure the widest
possible adoption of the Tmsted Connectivity framework and to convey shared values and interests regarding

high-level, multi-stakeholder discussion of recent T
isting and establish new fi hanisms to mobilize private investments in meeting the giobal

infrastructure initiatives, among them the G7’s Build S v T e S e e e

financing of those infrastructure projects based on the principles Trusted Connectivity.

') 3) Better communicate existing public and private Trusted Connectivity investments by the G7, the Indo-Pacific
a C ette r O i an t e S ue Dot etwo r Quad, and other like-minded nations in global digital and physical infrastructure. A complete picture of public and
* private investments in global connectivity will render greater balance and confidence in the abiity of democracies
to deliver on global infrastructure demand.

4) ish a brand for individ 'Trustod C ivity projs . This brand would be a certification of excellerce
andar i ion of Trusted Cor y at the level of individual projects. For exampie, the Blue Dot Network
which encourages public-private irvvesimems in global connectivity by certifying high-guality transparent
infrastructure projects.

Trusted Connectivity, as an overarching framework for d to on ad g the global demand for
infrastructure, should be adopted and refined as appropriate at the upcoming:

* EU-US Trade and Technology Council meeting on 2930 September 2021 to utilize Trusted Connectivity as
an organizing framework to collaborate across the Buid Back Better World initiative and A Globally Connected
Europe,” and expedite the EU-US Trusted Connectivity Agreement.

*  OECD Ministerial Counal meeting and the Blue Dot Network side event on 56 October 2021 to commit to
further develop and define the principles of Trusted Connectivity.

« European Coundl meeting on 2122 October 2021 with a view to implementing Trusted Connectivity as the
“unifying narrative” and "brand name” of the European Union’s connectivity agenda.
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OECD - FRAMEWORK

Towards a global certification
framework for quality
infrastructure investment

Private sector and civil society perspectives
on the Blue Dot Network

Launch of the Blue Dot Network Executive Censultation Group
7 June 2021

HIGHLIGHTS

‘ ‘ The Blue Dot Network will promote,
facilitate and streamline the application
of international standards and best

practices, and thereby ensure a level
playing field and contribute to building
trust around quality infrastructure
investments.

Mathias Cormann
SECRETARY-GENERAL, OECD

www.oecd.org/corporate/oecd-and-the-blue-dot-network.htm

@) OECD
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VIENNA CONVENTION
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DATA EMBASSY

Estonia’s pilot project — the world’s first data embassy — could set an example for the rest of

the world.

Data security meets diplomacy: Why Estonia
is storing its data in Luxembourg

Estonia is entrusting terabytes of information on its citizens to an ally in the hope of improving

i s Gl curemnoiiy e Eamaki i Limosabai i taanitin the security of its crucial government systems.
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DATA EMBASSY

~ Start 2017

Location ) J Luxembourg
Security  Tier 4 level, the highest level for data facilities.

The cost is approximately €2.2 million to set up and maintain over a period of five years.
* Establishment of the embassy will cost € 1,000,000 euros
* Rental, Connectivity and Support budget is € 300,000 euros yearly
* Contract for 5 years
* 85% of the funding will come from the European Regional Development Fund
*15% percent out of the budget of the government.

10 strategic datasets altogether will be backed up to the data embassy.
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DATA EMBASSY

FAcTSyEET

Data Ei

\ — -
The data embassy ensures the digital continuity of Esfoniaas a state; should any threats or worst case scenarios
become a reality. This concept s usetul for all countries as it ensures the narmal functioning of a state in case of a cyber

attack, war or nanurémsas«ers

Asalrue lraiblaze in e Sovemance an ybsrseaurty Eslorias e 1! counry 1 he warld o estabish a data

embassy 3
Teaulary backed up. Of coutoe, b i

I for continuity and that are
dded should i be re-evaluated.

The data embassy s part of the mma cloud policy — the Estonian Govemmem Cloud. The Government Cloud

supports

public IT services.

Zmbassy withou: an a

Future of

a :mb;ssics

When we say “data embassy”, we mean
which is located in Luxembourg under a Tier 4 level uf
security — the highes( level for data facilities. It is not an

alhe firsl slralegic dalabases
tothe data embacsy, it be fime to consider phase

fthe project The net ke would b o male som
of

embassy inthe
Lhe founding agreement does lake nlo account he

live a1
Jmcml \o»auom This cau\d mean an aditionial

si

na it is some-
completely new it esmaonl o tis flly

Hawever mm oo v sl e o o s

under the control of Estonia, but has the
physical embassies such as immunity.

estin way of conlinuity
and Luxembourg is open ta more similar collaborations
with other countries.

Questions & answers

Whyis the data embassy in Luxembourg?

Luxernbolrg is the first data embassy location becausse

of the high quality technical capacity, but also because

of their openness to work with this new concept, In this
Luxernbourg and E

digital

Y
coanuhy in the world.

What doesthe diata embassylook like
inside? Can | visit?

Unfortunately, due to the high security level, the data
embassy cannot be visited. However, it actually looks just
lice any other regular dfa centre from the inside.

How oftenis the information stored updated?
The conlens of the dala embassy are conlinucusly
updated, however, the frequency depends an each
individual dataset, For some it could be a real-time copy,
for others a periodical back-up. In terms of functionality,
the infrastructure should support all these options.

e-estonia.com/data-embassy

Facts and figures

— Kidk-off in 2075 with the finalized agreement
between Estonia and Luxembourg signed in 2017

— 10 strategic datasets altogether will be backed
up 1o the dala embassy (in no parlicular order):
e-fle (court systam) treasury information system,
e-land registry, taxable person’s registry, business
registry, population registry, State Gazette, identity
documents registry, land cadastral registry, national
pension insurance fegistry
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Implementation of the Virtual Data Errbassy Solution
Summary Report of the Research Project on Public Cloud Usage for
Government, Conducted by Estonian Ministry of Economic Affairs and
Communications and Microsoft Corporation

Microsoft

i impli
and provideno P it IniHS e Lisproided “esis” Information and views cressed in s epat.

ied,

0 of Estonia doesno orits

produds or senvices.

The world’s first data embassy - Estonia

Throwgh its e-Estonia initiative,** Estonia has bullt a digital saciety and deseloped

the mast technalogically advanced government in the warld. Practically every
government service is paperless and performed electronically. As a result, Estonia is
highty onits t d the data stored on them. To protect
its data, Estonia developad the concept of data embassies - servers autside the
country that are legally under Estonian jurisdicion. The digital coples of key databases
they store can be accessed in the eventof a major data indident in the country,
thereby protacting the digital lifeblood of this small Nordic country. Estonda bs on its
way 1o becoming a‘country without borders” (MOEAC, 2016), and the data embassy
Is one of several Estonian programmes that blurs the lines of national borders and
sovereign dentity in a digital workd

Frerer—

B e D T

Agreement
between
the Republic of Estonia
and
the Grand Duchy of Luxembourg
on the hosting of data and information systems

The Republic of Estonia and the Grand Duchy of Luxembourg, together referred to as “the
Parties”,

HAVING REGARD to the Memorandum of Understanding (MolU) between the Ministry of
Economic Affairs and Communications of the Republic of Estonia and the Ministry of Media
and Communications of the Grand Duchy of Luxembourg, signed on the 14 of November 2016,

WHEREAS this Agreement is in the spirit of the Vienna Convention on Diplom atic Reelations,

‘WHEREAS the Vienna Convention on Diplomatic Relations is not sufficient to set a legal
framevvork for the hosting of data and information systems,

WHEREAS this Agreement is concluded within the framework of the diplomatic relations
between the Republic of Estonia and the Grand Duchy of Luxembourg,

INTENDING to specify the means for effective cooperation between the Parties and support
by the Parties which are essential for the successful and effective cperation of the premises
hosting the Estonian data and infermation systems,

WISHING to conclude an agreement governing the legal status of the premises hosting the
Estonian data and information systems, with the necessary guarantees of immunities and
privileges on the basis of existing intematicnal and naticnal law,

HAVE AGREED as follows:

Article 1
Definitions

For the purposes of this Agreement

(a) “the data centre? shall mean a Facility used to host the data and information systems, the
equipment and licences and associated components, such as telecommunications and storage
systems;

(b) “the premises” shall mean a dedicated data centre space provided by the Grand Duchy of
Luxembourg and meant for the purpose of hosting Estonian data and information systems and
equipment,

(&) “the data and information systems” shall mean assets that are stored on the equipment by
the Republic of Estonia in the premises;

DATACENTER FORUM HELSINKI - 20




DATA EMBASSY
/ )

[ r Estonia had considered putting government data in a privately-
Inplangqlalion of the Virtual Dala Embassy Solution o " .
Surrrrary Report of the Research Project on Public Qoud Usage for owned public cloud. The option was tested in 2014 when the
Goverrw‘mfant( Condu\ctecli by Estonian Min‘istry of Economic Affairs and . . . . . .
commieetons (oot coperion country embarked on a trial with Microsoft, but it didn’t provide the
level of control that Estonia was looking for.

“We didn’t want to use a random cloud that’s somewhere around
the world, where we don’t know what sort of rules and laws apply to
the data we put there,” Sikkut said. “We wanted to have full
jurisdiction over the data. No private cloud partner can really do
that.”
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DATA EMBASSY

I"'"Iimi \'E"h'ﬁun"fhw’Wﬁm el Hyp 1 Services migrated to the public cloud and able to run successfully.

Summary ReéBﬁ:\ofthe Research Project on Public Cloud Usage for

Goverhmnt, Conducted by Estonian Ministry of Econorric Affairs and

CorrrrLNjications and Microsoft Corporation
\ N

\

Hyp 2 Minimal architectural changes required to migrate the services.

Hyp 3 A number of areas for improvement to be identified, given that existing services were originally developed
to run on-premises.

Hyp 4 Minimal time and effort required to modernize the government services after migration.

Hyp 5 Cloud built-in capabilities, such as auto-scaling, Distributed Denial of Service (DDoS) protection, etc.,
leveraged to enhance the performance, stability, security of, and public trust in the services.

Hyp 6 Design of the operational procedures, such as failover and fail-back processes, are key to the services
running in the cloud.

Hyp 7 Estonia’s ISKE security standard should be updated to address public cloud.

Hyp 8 Legal basis exists for asserting international law protections against compelled disclosure of data stored in
a Virtual Data Embassy.

Hyp 9 Under Estonian domestic law, non-restricted data can be migrated to the public cloud.

Table 4: Hypotheses for the research project
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Implementation of the Virgl Data Embassy Solution
SJrrrr‘:\ary ReéBr‘t\ofthe Research Project on Public Cloud Usage for

Goverr\ment, Conducted by Estonian Ministry of Econorric Affairs and
Corrrn}{jications and Microsoft Corporation
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Estonian
Government Cloud
within Estonian
territory

Virtual Data
Embassies in
the Public Cloud '

Physical Data

Embassies \

* Servers in Estonian |
Embassies

* Data Centersin
Friendly Countries
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Greenergy Data Centers (GDCQC) is the We aim to develop a network of

largest and striving to be the greenest energy-effcient data centers running on
provider of colocation and connectivity green energy throughout Eastern and
services in the Baltic region. We Central Europe, laying ground for the
have the will and means to invest in digitalisation of the modern world. With
the highest security, availability, and us, your data is always secure, running
connectivity standards. at optimal conditions, and producing a

minimal ecological footprint.
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THANK YOU!

ULLAR JAAKSOO
FOUNDER
+372 5505 245




