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Cloud Computing

o of companies use pre-dominantly or exclusively
42 / Public Cloud | 39% rely on Hybrid Cloud | 19% still
o favor Private Cloud.

o of companies pursue a Cloud First Strategy | 65%
62 /o of Public Cloud Users plan to migrate 50% to Public
Cloud

o of companies state flexibility & scalability to be the
o top driver for cloud usage within the next 5 years.

o of companies state performance, innvation and
77 /o reliability of cloud as a Must-have. 58% consider

Sovereign Cloud as an essential component




Strategic business need

Cloud is no longer just IT infrastructure, it is the foundation for
Al, data platforms, and innovation ecosystems.

58% of companies now see sovereign cloud as a must-have—
and almost all are willing to pay a premium for it

With the EU Data Act, NIS2, and the EU Al Act, compliance with
European rules are non-negotiable.

Enterprises and governments alike must ensure that critical
workloads — from healthcare to finance — remain under
European jurisdiction and control

Why Sovereign Cloud is Emerging in a Globalized World?

Geopolitical reality

Europe relies on foreign countries for more than 80% of its
digital products, services and infrastructure.

Extraterritorial laws like the U.S. Cloud Act expose European
data to foreign access, creating risks for critical infrastructure,
public services, and industries built on sensitive IP.

Disruptions driven by tariffs, sanctions, or hyperscaler outages
have highlighted Europe’s vulnerability.

A sovereign approach promises resilience, vendor
independence, and greater transparency

Sovereignty is no longer a binary “yes/no” — it spans data sovereignty, operational sovereignty, and technology sovereignty. Each level addresses different
risks, from data access and compliance to operational autonomy and control over critical IP
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Governments, IT Providers and Clients are commited to Sovereign Cloud Principles

"It is the task of the state to enable the safe use
of all these products, many of which are currently
manufactured outside Europe.*

"It is unrealisticthat we can do everything
ourselves in the short term.”

Claudia Plattner - BSI

"Europe must regain control of its data.”

Projects such as Gaia-X and the European Data
Spaces are intended to prevent "our critical data

from being stored exclusively in foreign
Jurisdictions”.

“The EU relies on foreign countries for over 80%

of digital products, services, infrastructure and
intellectual property.

This creates fundamental risks”

Mario Draghi - The future of European
competitiveness
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.rF. - "Digital Freedom starts with Sovereignty .
Sovereignty is not a state, but a continuum.*

\f'd OVHcloud
- "A European cloud that belongs to Europe is
=4 STACUT possible - but only with consistent policy and
[ONOS market support.”

European Super Scaler*

Europe-wide restrictions on Microsoft’s own access

mean that only employees residing in Europe may access
/A AZU '  data under special conditions.

aWS AWS announces "European Sovereignty Cloud" an
isolated European infrastructure under european

S operations

Hyperscale Cloud Providers*

58% of Enterprises in Germany consider Sovereign Cloud as
an essential component when asked during the KPMG Cloud

Monitor Survey

44% would be willing to pay a premium of 20% while 10%
would be willing to pay a premium of 30%

Cloud Users through the KPMG Cloud
Monitor

*Selection
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The commitment and investments are there but we still expect a journey to achieve
comprehensive sovereignty

Today 2026 - 2028 2028 - 2030 2030 - onwards
Data & Operations (Gobal Emerging EU Cloud .
P ( ging EU Cloud Ecosystem Sovereign Technology
Ecosystem) Usage
e Multi-Cloud- & Hybrid-Strategy with + Multi Cloud & Hybrid Cloud + Binding minimum standards for » Europe will not become self-
workload segmentation becoming the standard strategy sovereign clouds at EU level (similar sufficient for Hardware & Chips,
» Sovereign Cloud Solutions with + Enhanced Service Portfolio due to lelereieviebayiine) Sl ey el (TetEpemelms
reduced service catalog EU Data Act & NIS 2 » Hyperscaler will have fully rolled out » European open-source Al/LLM
. o s . . sovereign clouds but will continue to models gain importance,
En_cryptlon In comb‘matlon with Ramp-up of EU based Cloud dominate innovation. commercial leadership remains with
,Bring-your own key Providers (TSI, OHV, lonos, StacklT, T
. Contractual t includina Dat ) + Edge & community clouds become yp
ontractua’ terms including Lata mainstream — local computing * Dual cloud market is

Risitlargy Cpiens : It;l(ie?\:,l:;:E%rﬁg:nftﬁg;laboration power reduces latencies & consolidating:

* Open Source on-premise or with EU strengthens sovereignty

: + Global innovation clouds for Al,
cloud providers

+ Post-quantum security and Saa$S, Global platforms
customer key standards — Data

sovereignty is technically more robust » European Sovereign Clouds for

sensitive data (IP), authorities,
» First serious discussions about defense, healthcare, etc.
European chip & Al infrastructures

“Sovereignty is not a state, but a continuum. IT needs to sit in driver seat with flexible strategies to take decisions".

International Limited, einer Private English Company Limited by Guarantee, angeschlossen sind. Alle Rechte vorbehalten. Der Name KPMG und das Logo sind Marken, die die unabhangigen

m © 2025 KPMG AG Wirtschaftspriifungsgesellschaft, eine Aktiengesellschaft nach deutschem Recht und ein Mitglied der globalen KPMG-Organisation unabhangiger Mitgliedsfirmen, die KPMG | 5
Mitgliedsfirmen der globalen KPMG-Organisation unter Lizenz verwenden.



During this journey, Cloud Users should think in ,Shades of Sovereignty’ as per Workload

Shades of Sovereignty

Exercising full ownership, access & regulatory
compliance over data storage, processing, and
usage within legal and ethical boundaries

Maintaining transparency, autonomy and control
over the execution and management of key
operational process

Ensuring control and independence over the
design, development, and deployment of critical
technologies

Technology

Examples

Data subject to non-EU
law | GDPR compliance
pot. at risk

Limited transparency,
provider locations, parent
companies under non-EU

influence

Proprietary services with
superior technology but
pot. vendor lock-in (e.g.
superior disaster recovery,
security, etc.)

AWS, Microsoft, Google

EU-only data residency |
GDPR compliance pot.
at risk

EU-only ops staff, pot.
local entity, parent under
non-EU control /
influence

Typically only subset of
global services (~80 vs.
300+)

AWS, Microsoft, Google

Data residency in EU,
GDPR-compliant

EU-staffed ops, but pot.

dependent on vendors
or suppliers (non-EU)

Open standards
(OpenStack,
Kubernetes) but
dependent on non-EU
contributors and HW
suppliers

OVH Cloud, T-Systems, ..

On-prem / national data
control

Full transparency, self-
managed but requires
local expertise and
workforce

Open standards, fully
configurable to client
needs, but but
dependent on non-EU
contributors and HW
suppliers

Local Provider, On-Premise

Each shade comes with pro’s and cons — Cloud Users need to consider the right shape (or mix) per workload




Beside sovereignty IT Leaders need to balance innovation and cost not only short-term, but
also long-term

Relation of Sovereignty, Pricing & Functionality

A

Functionality Price
02\})30 C jes should k h functionalit
ompanies should seek as much functionality,
A SAP Finance I3o customer experience & scalability as possible
A\ Al Chatbot (Public) A Digitdlip Function

Companies need to act commercially responsible
esp. in the current economic environment

Companies should seek sovereignty and
independency esp. for sensitive workloads
protecting customer data and IP

= Co-ntrol

B N
Functionality & Price

Commoditiy EU Compatible EU Cloud/ Private Cloud
Standard Price ~ 20 % Premium ~ 25 - 30 % Premium
Full Feature Set (~350) Limited Feature Set (~80) Basic Feature Set (~80)
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Cloud does not necessarily mean:

« Cost Savings for each and every workload
* Lower Security compared with on-premise
* Loss of control

. * Vendor-Lockin

Understanding Data Governance: What legal and compliance requirements
? shape your data storage and processing—particularly regarding EU data
residency and GDPR?

Exploring Data Security: What controls and processes are in place to uphold
data sovereignty, ensure compliance, and safeguard against unauthorized access
of your (IP), client and employee data?

- On -premise does not necessarily mean:
Higher Security

Exploring Operational and Technical Security: What controls and processes Operatlonal Stablllty
are in place to uphold operational sovereignty, ensure compliance, and safeguard Hiah Cost
against unauthorized access, lost or destruction (e.g. georedundancy) Igher Los

Comprehensive sovereinity
D o o e e o e et oave gl What does it mean for the Data Center Market:
business outcomes? * Continuing need for Private Cloud (Co-Location)
* Growing need for Edge Cloud
* Growing need for Data Center Capacity for EU Cloud
Providers

Geopolitical Risks: How have you evaluated the exposure of your cloud

solutions to risks like foreign authority access or cross-border data interventions
(e.g., access by foreign authorities)?
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Die enthaltenen Informationen sind allgemeiner Natur und nicht auf die spezielle Situation einer Einzelperson oder einer juristischen Person ausgerichtet. Obwohl wir uns bemuhen, zuverlassige undt tuell ormationen zu liefern, kénnen wir nicht garantieren, dass '
diese Informationen so zutreffend sind wie zum Zeitpunkt ihres Eingangs oder dass sie auch in Zukunft so zutreffend sein werden. Niemand sollte aufgrund dieser Infor n at-und ohne: grundhche An—lyse der betreffenden
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